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Пыркова А.Ю., Темирбекова Ж.Е. 

Симметриялық шифрлеуді mbed платформасында жүзеге асыру 

Түйіндеме. Бұл мақала криптографиялық бағдарламалау және BLE Nano жиынтығы 

микроконтроллерінде жұмыс істейтін кодтық ортаны құрайтын Arm Mbed TLS платформасы туралы жазылған. 

Бағдарламасының тиімділігін арттыру үшін C орнына негізгі тіл ретінде C ++ пайдаланылды. 

Түйін сөздер: BLE Nano kit микроконтроллері,  Mbed платформасы, Arm Mbed TLS, криптография. 
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A. Pyrkova, Zh.E. Temirbekova 

(Al-farabi Kazakh national university, Almaty, Republic of Kazakhstan, 

temyrbekovazhanerke2@gmail.com) 

 

POSSIBILITIES OF USING A BLE NANO KIT MICROCONTROLLER TO DEVELOP 

CRYPTOGRAPHIC LIBRARIES 

 
Abstract. Nowadays, the number of IoT (Internet of Things) devices are growing rapidly around the world with 

wide range of purposes. Many types of these devices collect data and depending on their purpose, some of the data can 

be highly sensitive for the user. This calls for security on the device which has to secure the collected data and send it to 

a server through the Internet. Using TLS (Transport Layer Security) is a great way to provide such a security and one 

part of it is the data encryption which is the main focus of this thesis. The problem is that IoT devices are often made 

out of microprocessors having a low computational power and performance.  

This article compiles some of the programming and debugging techniques writing the mbed platform, the code 

environment running on our BLE Nano kit microcontroller. C++ was used as the core language instead of C, in order to 

increase programming effectiveness. This turned out to be a good choice, but came at the cost of increased program 

size. Thus, a big part of optimizing was spent on reducing program and data size. Then demonstrate.The main goal of 

this thesis is to determine AES (Advanced Encryption Standard) symmetric encryption algorithms, security and space 

complexity using a specific encryption library from ARM mbed. 

Keywords: IOT, BLE Nano kit microcontroller, C++,  mbed platform, Arm Mbed TLS, AES cryptography. 

 

BLE Nano kit is the smallest Bluetooth 4.1 Low Energy (BLE) development board in the market [1] . 

The core is Nordic nRF51822 (an ARM Cortex-M0 SoC plus BLE capability) running at 16MHz with ultra 

low power consumption. 

Developing a Bluetooth Smart enabled 'appcessory' (accessory device + companion application) is 

easier than ever [2]. You can quickly produce prototypes and demos target for IoT and other interesting 

projects. BLE Nano could operate under 1.8V to 3.3V, therefore it works with a lot of electronic 

components. 

Features: 

 Smallest BLE development board, only 18.5mm x 21.0mm 

 Nordic nRF51822 ARM Cortex-M0 SoC supports both BLE Central and BLE Peripheral roles 

 2.4 G Hz transceiver 

 Ultra low power consumption 

 Support voltage from 1.8V to 3.3V 

 Software development using mbed.org, GCC, Keil or Arduino 

 Lots of libraries and examples available 

 Easy firmware deployment with the MK20 USB board 

 Work with our free Android App and iOS App 

BLE Nano kit microcontroller supported hardware platforms on mbed. The mbed Microcontrollers are 

a series of ARM microcontroller development boards designed for rapid prototyping [3-4]. 

The mbed platform is a free C/C++ compiler and IDE provided by ARM and suitable for 

programming most ARM microcontrollers. The IDE is Web based, something which may back some of us 

down. I was myself skeptical about the practicality of such IDE compilers, however I must say the mbed 

compiler has proven to be easy to use, fast and (reasonably) friendly, even for a C/C++ compiler [5-6]. 

The many available platform libraries are easy to use and well designed, specially for starters, 

resembling (vaguely) the simplicity you may have enjoyed when using Arduino libraries. Also, mbed 

mailto:temyrbekovazhanerke2@gmail.com
https://developer.mbed.org/handbook/mbed-Compiler
https://developer.mbed.org/handbook/Homepage
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encourages and eases sharing with others your own libraries, or any piece/snippet of code. You have to 

register a username in the platform from the very beginning, that will allow you to store your projects online, 

comment, share code and participate in the community forums comfortably [7-8]. Compiling and 

programming your projects is really easy. You can literally have the blink test application running in a few 

minutes.  

mbed has a dedicated team which develops and maintains a very nice Bluetooth Low Energy API. 

You can rest assured that using this API for learning to develop BLE appcessories will be much easier (and 

faster) than trying to do so by using directly the BLE libraries (Soft Device) provided by Nordic [9-10]. The 

BLE API includes also several application examples. 

On the not-so-positive side of mbed platform, you have zero control over the compiler/linker. This has 

proven to be a showstopper for our own BLE development [11-12]. At the time of this writing, within mbed 

you are only allowed to develop BLE applications for the nRF51822 along with the S110 Soft Device, which 

only supports peripheral mode. Hence, you can quickly start to develop applications with mbed which only 

require the Peripheral Role. But if you want to develop an application requiring the Central Role, you will 

have to switch to a full-fledged GCC (or Keil or IAR) C/C++ compiler [13]. 

Entry-level Online Compiler–Nothing to Install: Browser-based IDE, Immediately compiling 

examples or writing your own, Best in class RealView Compiler in the back end (Figure 1). 

 

 
 

Figure 1. mbed Compiler C++ on a Microcontroller 

 

The first firmware’s for our BLE Nano kit microcontrollers were written in the “traditional” language 

C++ [14-15]. C++ is a pretty convoluted “multi paradigm” programming language: supporting standard 

structured programming, object-oriented programming as well as metaprogramming. It is one of the few 

languages giving the programmer absolute control over memory allocation and placement and functions-call 

overhead, which is crucial on a restricted environment. 

Using BLE Nano Kit microcontroller tested program in the ARM mbed platform (read characters). 

 

      
 

Figure 2. Read characters in C++ 

 

In order to provide security of data transmitted back and forth from an IoT device toa server, the 

communication has to be encrypted. Cryptography is the practice and study of techniques for secure 

communication and has been around for a long time. One of the cryptographic protocol is the TLS 

(Transport layer security) protocol where the data are encrypted with ciphers to protect them from third 

parties through the Internet.  

https://developer.mbed.org/teams/Bluetooth-Low-Energy/
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The use of the ARM mbed TLS library with the BLE Nano microcontroller is an appropriate match, 
because they are made by the same company, so compatibility errors are less likely and cause security problems. 

Arm mbed TLS makes it easy for developers to include cryptographic and SSL / TLS functions in 
their (embedded) products, which facilitates this functionality with minimal code printing [16]. It offers an 
SSL / TLS library with an intuitive API and readable source code and includes a complex set of tests [17]. 
You can create it out of the box in most systems or manually select and configure functions. 

The mbed TLS library provides a set of cryptographic components that you can use and compile 
separately, and include or exclude, using a single configuration header file. mbed TLS also provides a central 
SSL / TLS module, which is based on cryptographic components, abstraction layers and support components 
to ensure full protocol implementation for SSL and TLS. 

Cryptographic library 
The cryptographic part of mbed TLS has abstraction layers for Public Key cryptography, Hashing 

(Message Digests) and Symmetric Ciphers [18]. It also contains standards-based random number generators 
and an entropy pool. 

All cryptographic algorithms are implemented as loosely-coupled modules. You can just take the 
appropriate header files and source code files and drop them in your project as needed. 

mbed TLS provides the most commonly used algorithms, such as AES. mbed TLS supports an 
alternative implementation for most of its cryptographic modules. The usual use case is for hardware 
accelerated cryptographic engines. There are several methods for alternative implementations: special 
function replacement and complete module replacement [19]. 

The configuration file contains the cryptography modules, which you can replace with alternative 
implementation [20]. These are named MBEDTLS_<MODULE NAME>_ALT. In order to support 
alternative implementation for a module, uncomment the corresponding *_ALT definition. Function 
replacement is according to the function name, with the suffix of _ALT. To support hardware entropy 
source, enable MBEDTLS_ENTROPY_HARDWARE_ALT in the configuration file. 

AES is based on a design principle known as a substitution-permutation network, a combination of  
both substitution and permutation, and is fast in both software and hardware. AES is a variant of Rijndael 
which has a fixed block size of 128 bits, and a key size of 128, 192, or 256 bits. By contrast, the Rijndael 
specification per se is specified with block and key sizes that may be any multiple of 32 bits, with a 
minimum of 128 and a maximum of 256 bits. 

In each round, the AES uses the four following operations [21]: 
•SubBytes:Each byte of the array is transformed using a nonlinear substitution box called the AES S-

Box.The S-Box in the AES has been carefully constructed and the cipher uses only one S-Box throughout 
the encryption. 

•ShiftRows: Is a transposition step which ensures that the last threerows of the array are shifted by 
adifferent number of byte positions. 

•MixColumns: Mixes each column in the array to create even more diffusion. 
•Addkey:Using bitwise XOR, each byte of the array is mixed witha byte of a sub-key material, 

alsocalled round-key [22]. The sub-key ismade by "key expansion" and is derived from the main cipher key 
using a Rijndael key-schedule. 

The overall structure of the cipher begins with a key expansion before going in to the pre-whitening 
which only includes AddKey. Then the rounds performing Sub-Bytes, ShiftRows, MixColumns and Add-
Key will loop for n−1 rounds where n is the numbers of rounds. The n-th round or final round does not 
include MixColumns and produce the output ciphertext. 

AES context structure. buf is able to hold 32 extra bytes, which can be used [23]: 
  - for alignment purposes if VIA padlock is used. 
  - to simplify key expansion in the 256-bit case by generating an extra round key. 
  AES-CBC buffer encryption/decryption. Length should be a multiple of the block size (16 bytes). 
Upon exit, the content of the IV is updated so that you can call the function same function again on the 

following block(s) of data and get the same result as if it was  encrypted in one call. This allows a 
"streaming" usage.  If on the other hand you need to retain the contents of the  IV, you should either save it 
manually or use the cipher  module instead. param ctx-AES context, param mode-
MBEDTLS_AES_ENCRYPT or MBEDTLS_AES_DECRYPT, param length-length of the input data, 
param iv    -initialization vector (updated after use), param input-buffer holding the input data, param output-
buffer holding the output data, return 0 if successful, or 
MBEDTLS_ERR_AES_INVALID_INPUT_LENGTH. 

https://github.com/ARMmbed/mbedtls/blob/development/include/mbedtls/config.h
https://en.wikipedia.org/wiki/Substitution-permutation_network
https://en.wikipedia.org/wiki/Block_size_(cryptography)
https://en.wikipedia.org/wiki/Bit
https://en.wikipedia.org/wiki/Key_size
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Figure 3. Performance of  AES ciphers in mbed platform. 
 

AES also has one advantage over other encryption algorithms. As the name suggests, AES is an 

industry standard, it is not patented and is not free for everyone. One of the attributes of the AES algorithm is 

that it must reliably work on all platforms as hardware and software, so AES is well documented and 

distributed throughout the world. This means that if the AES breaks, regardless of who it is, the headers will 

not concern the company that used the hacked AES, they will be about fleurs into something that many 

companies and people use. 

Security is fundamental for the successful rollout of the Internet of Things. Edgenodes are currently 

the weakest link in ensuring IoT security and the protection ofcryptographic key. The best way to achieve 

lockdown is by protected hardware. It is the only way to keep those keys and other secrets away from prying 

eyes. An IoT device can only be as secured as its weakest link. 
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Пыркова А.Ю., Темирбекова Ж.Е. 

Возможности использование микроконтроллера BLE Nano Kit  для разработки криптографических 

библиотек 

Аннотация. В настоящее время количество устройств IoT (Internet of Things) быстро растет во всем мире 

с широким спектром задач. Многие типы этих устройств собирают данные и в зависимости от их назначения 

некоторые данные могут быть очень чувствительны для пользователя. Это требует безопасности на устройстве, 

которое должно защищать собранные данные и отправлять их на сервер через Интернет. Использование TLS 

(Transport Layer Security) - отличный способ обеспечить такую безопасность, и одна из них - это шифрование 

данных, которое является основным направлением этого тезиса. Проблема в том, что устройства IoT часто 

изготавливаются из микропроцессоров с низкой вычислительной мощностью и производительностью. 

В этой статье описаны некоторые методы программирования и отладки, написанные на платформе mbed, 

среда кода, работающая на нашем микроконтроллере BLE Nano. C ++ использовался как основной язык вместо 

C, чтобы повысить эффективность программирования. Таким образом, большая часть оптимизации была 

потрачена на сокращение размера программы и данных. Затем продемонстрировано. Основная цель этого 

статья - определить симметричные алгоритмы шифрования AES (Advanced Encryption Standard), безопасность и 

сложность пространства, используя специальную библиотеку шифрования из ARM mbed. 

Ключевые слова: IOT, микроконтроллер BLE Nano kit, C ++, платформа mbed, Arm Mbed TLS, 

криптография AES. 

 

Пыркова А.Ю., Темирбекова Ж.Е. 

Криптографиялық кітапханаларды дамыту үшін BLE Nano Kit  микроконтроллерді қолдану 

мүмкіндіктері 

Түйіндеме. Қазіргі уақытта IoT (Интернет заттар) құрылғыларының саны бүкіл әлем бойынша тез арада 

дамып келеді. Бұл құрылғылардың көптеген түрлері деректерді жинайды және олардың мақсаттарына 

байланысты кейбір деректер пайдаланушыға өте сезімтал болуы мүмкін. Бұл жинақталған деректерді қорғап, 

Интернет арқылы серверге жіберуге тиіс құрылғыдағы қауіпсіздікті талап етеді. TLS (Transport Layer Security) - 

бұл қауіпсіздікті қамтамасыз етудің керемет тәсілі және оның бір бөлігі деректерді шифрлау болып табылады, 

ол осы мақаланың негізгі бағыты болып табылады. Мәселе мынада, IoT құрылғылары жиі есептеу қуаты мен 

өнімділігі төмен микропроцессорлардан жасалады. 

Бұл мақала Mbed платформасында жазатын программалау және BLE Nano kit жинағының 

микроконтроллерінде жұмыс істейтін шифрлау кодын есептеу ортасы болып табылады . Бағдарламаның 

тиімділігін арттыру үшін C орнына негізгі тіл ретінде С++ пайдаланылды. Бұл жақсы таңдау болып шықты, 

бірақ бағдарламаның көлемін ұлғайтты. Осылайша оңтайландырудың үлкен бөлігі бағдарлама мен деректер 

көлемін азайтуға жұмсалды. Содан кейін есептеу нәтижесі бейнеленген. Осы мақаланың негізгі мақсаты ARM 

платформасында арнайы шифрлау кітапханасын пайдаланып, AES (Advanced Encryption Standard) симметриялы 

шифрлау алгоритмін анықтау болып табылады. 

Түйін сөздер: IoT, BLE Nano kit микроконтроллері, C ++, Mbed платформасы, Arm Mbed TLS, AES 

криптографиясы. 

http://eprint.iacr.org/2009/317
https://web.archive.org/web/20090928014006/http:/eprint.iacr.org/2009/317
http://searchsecurity.techtarget.com/definition/Rijndael
https://web.archive.org/web/20121318515500/http:/searchsecurity.techtarget.com/definition/Rijndael
http://csrc.nist.gov/archive/aes/rijndael/Rijndael-ammended.pdf#page=1
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