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[erproBa A.YO., Temup6ekosa JK.E.
CummMertpusiiibIK mudpaeyai mbed niardopmaceinaa xysere acbipy
Tyitingeme. byn wmakama  kpunrorpadusuielk — Oarmapmamamay skoHe BLE  Nano  KUBIHTHIFBI
MHKPOKOHTPOJUIEPIiHIE KYMBIC ICTeHTIH KOATHIK OpTaHbl KypaiTeiH Arm Mbed TLS mmardopmacsr Typaisl jKa3bpUIFaH.
barnapnamacelHbIH THIMIUTITIH apTThIpy YiuiH C opHbIHA Herisri Tin petinae C ++ naiianaHbuiabl.
Tyiiin ce3aep: BLE Nano kit muxpokontposutepi, Mbed mnardopmacer, Arm Mbed TLS, kpuntorpadusi.

UDC 004.056.55

A. Pyrkova, Zh.E. Temirbekova
(Al-farabi Kazakh national university, Almaty, Republic of Kazakhstan,
temyrbekovazhanerke2@gmail.com)

POSSIBILITIES OF USING A BLE NANO KIT MICROCONTROLLER TO DEVELOP
CRYPTOGRAPHIC LIBRARIES

Abstract. Nowadays, the number of 10T (Internet of Things) devices are growing rapidly around the world with
wide range of purposes. Many types of these devices collect data and depending on their purpose, some of the data can
be highly sensitive for the user. This calls for security on the device which has to secure the collected data and send it to
a server through the Internet. Using TLS (Transport Layer Security) is a great way to provide such a security and one
part of it is the data encryption which is the main focus of this thesis. The problem is that 10T devices are often made
out of microprocessors having a low computational power and performance.

This article compiles some of the programming and debugging techniques writing the mbed platform, the code
environment running on our BLE Nano kit microcontroller. C++ was used as the core language instead of C, in order to
increase programming effectiveness. This turned out to be a good choice, but came at the cost of increased program
size. Thus, a big part of optimizing was spent on reducing program and data size. Then demonstrate.The main goal of
this thesis is to determine AES (Advanced Encryption Standard) symmetric encryption algorithms, security and space
complexity using a specific encryption library from ARM mbed.

Keywords: IOT, BLE Nano kit microcontroller, C++, mbed platform, Arm Mbed TLS, AES cryptography.

BLE Nano kit is the smallest Bluetooth 4.1 Low Energy (BLE) development board in the market [1] .
The core is Nordic nRF51822 (an ARM Cortex-M0 SoC plus BLE capability) running at 16MHz with ultra
low power consumption.

Developing a Bluetooth Smart enabled 'appcessory' (accessory device + companion application) is
easier than ever [2]. You can quickly produce prototypes and demos target for 10T and other interesting
projects. BLE Nano could operate under 1.8V to 3.3V, therefore it works with a lot of electronic
components.

Features:

o Smallest BLE development board, only 18.5mm x 21.0mm

 Nordic nRF51822 ARM Cortex-MO0 SoC supports both BLE Central and BLE Peripheral roles

e 2.4 G Hz transceiver

e Ultra low power consumption

e Support voltage from 1.8V to 3.3V

« Software development using mbed.org, GCC, Keil or Arduino

e Lots of libraries and examples available

e Easy firmware deployment with the MK20 USB board

o Work with our free Android App and iOS App

BLE Nano kit microcontroller supported hardware platforms on mbed. The mbed Microcontrollers are
a series of ARM microcontroller development boards designed for rapid prototyping [3-4].

The mbed platform is a free C/C++ compiler and IDE provided by ARM and suitable for
programming most ARM microcontrollers. The IDE is Web based, something which may back some of us
down. | was myself skeptical about the practicality of such IDE compilers, however | must say the mbed
compiler has proven to be easy to use, fast and (reasonably) friendly, even for a C/C++ compiler [5-6].

The many available platform libraries are easy to use and well designed, specially for starters,
resembling (vaguely) the simplicity you may have enjoyed when using Arduino libraries. Also, mbed
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encourages and eases sharing with others your own libraries, or any piece/snippet of code. You have to
register a username in the platform from the very beginning, that will allow you to store your projects online,
comment, share code and participate in the community forums comfortably [7-8]. Compiling and
programming your projects is really easy. You can literally have the blink test application running in a few
minutes.

mbed has a dedicated team which develops and maintains a very nice Bluetooth Low Energy API.
You can rest assured that using this API for learning to develop BLE appcessories will be much easier (and
faster) than trying to do so by using directly the BLE libraries (Soft Device) provided by Nordic [9-10]. The
BLE API includes also several application examples.

On the not-so-positive side of mbed platform, you have zero control over the compiler/linker. This has
proven to be a showstopper for our own BLE development [11-12]. At the time of this writing, within mbed
you are only allowed to develop BLE applications for the nRF51822 along with the S110 Soft Device, which
only supports peripheral mode. Hence, you can quickly start to develop applications with mbed which only
require the Peripheral Role. But if you want to develop an application requiring the Central Role, you will
have to switch to a full-fledged GCC (or Keil or IAR) C/C++ compiler [13].

Entry-level Online Compiler—Nothing to Install: Browser-based IDE, Immediately compiling
examples or writing your own, Best in class RealView Compiler in the back end (Figure 1).

L mbed Compiler - /Blinky /src/main.cpp - Mozilla Fireforx
File Edit i Hishory EBookmarks Tools Help
<‘3 = = @ E = L hktp:fimbed. oo, ukftoolsfcompiler
mbed Compiler - SBlinky /src moainocpe
Sawve Sawe L =5 Compile
Program YWorkspace | #Finclude “"mbed.kh"™
= [5F] my Programs DigitalOut led(LEDL) :
= =] Blinky
Le] main.cpp i imtT mairn()
| mbed while(l) {
led = !'led;
waitc(D.=5) >
H

Figure 1. mbed Compiler C++ on a Microcontroller

The first firmware’s for our BLE Nano kit microcontrollers were written in the “traditional” language
C++ [14-15]. C++ is a pretty convoluted “multi paradigm” programming language: supporting standard
structured programming, object-oriented programming as well as metaprogramming. It is one of the few
languages giving the programmer absolute control over memory allocation and placement and functions-call
overhead, which is crucial on a restricted environment.

Using BLE Nano Kit microcontroller tested program in the ARM mbed platform (read characters).

Bma'”-"-ﬂp X, : 020000040000FA
; o 5 £10000000C0070000D1060000D100000081060000CA
1 #include "mbed.h $1000100000000000000000000000000000000000ED
:100020000000000000000000000000005107000078
£100030000000000000000000DEO00000ES00000000
Serial pc(USBTX,USBRX): :10004000EFO00000FS000000030100000D010000BE

1000e0005T01000045010000530100000001 000054
i 1180050002010000000 00005 a0 00000 0 T aa00an
int main(veid) £1000BCO0CEFO1000099010000A3010000ADC10000FE
: o000 000th0100000m0 00000
I 000R000Dr010000E5010000530100008D01 000054
pc.baud (3500 ; :1000BOO007020000110200001502000025020000E0 ” _ 1_ _ t _ I‘ H“ t _ j ]
: 1105050001 725C01 8001 800FOBFFAG B 00FE 11 FEDE S

while(1) { : 00005200m150966055000472820074505¢020 elCofd To kA AT

1000R000095000479050559500600a500047 105085

SRttt | |- 1 coH to KazHl board!

Do primr("elonn ta KN DAl oo Benoenisissalssassiisecoctiacncesneans :
e el |- [ -0 to KazHU board!

wait(l]: 1100120001204 845000800500047 26204 345054833¢ glcon to RazMd board!

) e e il o 1 con to HazHll board!

.
: ¢ . _ - .
11001700074503245056405508477830254905 68cE _1|_|_||-| 't|_| I"-l:l = "_I tll_l-:ll d !

:10018000095808477C202D490968095808478020EC

Figure 2. Read characters in C++

In order to provide security of data transmitted back and forth from an 10T device toa server, the
communication has to be encrypted. Cryptography is the practice and study of techniques for secure
communication and has been around for a long time. One of the cryptographic protocol is the TLS
(Transport layer security) protocol where the data are encrypted with ciphers to protect them from third
parties through the Internet.
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The use of the ARM mbed TLS library with the BLE Nano microcontroller is an appropriate match,
because they are made by the same company, so compatibility errors are less likely and cause security problems.

Arm mbed TLS makes it easy for developers to include cryptographic and SSL / TLS functions in
their (embedded) products, which facilitates this functionality with minimal code printing [16]. It offers an
SSL / TLS library with an intuitive API and readable source code and includes a complex set of tests [17].
You can create it out of the box in most systems or manually select and configure functions.

The mbed TLS library provides a set of cryptographic components that you can use and compile
separately, and include or exclude, using a single configuration header file. mbed TLS also provides a central
SSL / TLS module, which is based on cryptographic components, abstraction layers and support components
to ensure full protocol implementation for SSL and TLS.

Cryptographic library

The cryptographic part of mbed TLS has abstraction layers for Public Key cryptography, Hashing
(Message Digests) and Symmetric Ciphers [18]. It also contains standards-based random number generators
and an entropy pool.

All cryptographic algorithms are implemented as loosely-coupled modules. You can just take the
appropriate header files and source code files and drop them in your project as needed.

mbed TLS provides the most commonly used algorithms, such as AES. mbed TLS supports an
alternative implementation for most of its cryptographic modules. The usual use case is for hardware
accelerated cryptographic engines. There are several methods for alternative implementations: special
function replacement and complete module replacement [19].

The configuration file contains the cryptography modules, which you can replace with alternative
implementation [20]. These are named MBEDTLS <MODULE NAME> ALT. In order to support
alternative implementation for a module, uncomment the corresponding *_ ALT definition. Function
replacement is according to the function name, with the suffix of _ALT. To support hardware entropy
source, enable MBEDTLS_ENTROPY_HARDWARE_ALT in the configuration file.

AES is based on a design principle known as a substitution-permutation network, a combination of
both substitution and permutation, and is fast in both software and hardware. AES is a variant of Rijndael
which has a fixed block size of 128 bits, and a key size of 128, 192, or 256 bits. By contrast, the Rijndael
specification per se is specified with block and key sizes that may be any multiple of 32 bits, with a
minimum of 128 and a maximum of 256 bits.

In each round, the AES uses the four following operations [21]:

*SubBytes:Each byte of the array is transformed using a nonlinear substitution box called the AES S-
Box.The S-Box in the AES has been carefully constructed and the cipher uses only one S-Box throughout
the encryption.

*ShiftRows: Is a transposition step which ensures that the last threerows of the array are shifted by
adifferent number of byte positions.

*MixColumns: Mixes each column in the array to create even more diffusion.

*Addkey:Using bitwise XOR, each byte of the array is mixed witha byte of a sub-key material,
alsocalled round-key [22]. The sub-key ismade by "key expansion™ and is derived from the main cipher key
using a Rijndael key-schedule.

The overall structure of the cipher begins with a key expansion before going in to the pre-whitening
which only includes AddKey. Then the rounds performing Sub-Bytes, ShiftRows, MixColumns and Add-
Key will loop for n—1 rounds where n is the numbers of rounds. The n-th round or final round does not
include MixColumns and produce the output ciphertext.

AES context structure. buf is able to hold 32 extra bytes, which can be used [23]:

- for alignment purposes if VIA padlock is used.
- to simplify key expansion in the 256-bit case by generating an extra round key.
AES-CBC buffer encryption/decryption. Length should be a multiple of the block size (16 bytes).

Upon exit, the content of the IV is updated so that you can call the function same function again on the
following block(s) of data and get the same result as if it was encrypted in one call. This allows a
"streaming" usage. If on the other hand you need to retain the contents of the 1V, you should either save it
manually or wuse the cipher module instead. param ctx-AES context, param mode-
MBEDTLS_AES ENCRYPT or MBEDTLS _AES DECRYPT, param length-length of the input data,
param iv  -initialization vector (updated after use), param input-buffer holding the input data, param output-
buffer holding the output data, return 0 if successful, or
MBEDTLS_ERR_AES_INVALID_INPUT_LENGTH.
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[c] small_aes.c (x [0 small_ses.h =
1 pinclude "sm=ll_ses.h 1 pifndesr _SMALL_RES_H_

_RES H_

#include "string.h"”

#ifdef _ cplusplus
extern "C" |
#endif

enum {
SMRLL AES ENCRYPIION = O,
SMARLL RAES_DECRYFIION = 1,
SMALL_RES BLOCK_SIZE = 16

1

typedef struct AES |

unsigned int key[&0]:
unsigned int rounds;:

unsigned int reg[SMALL_AES_BLOCK SIZE / sizeof (unsigned int)];
} RES:

Figure 3. Performance of AES ciphers in mbed platform.

AES also has one advantage over other encryption algorithms. As the name suggests, AES is an
industry standard, it is not patented and is not free for everyone. One of the attributes of the AES algorithm is
that it must reliably work on all platforms as hardware and software, so AES is well documented and
distributed throughout the world. This means that if the AES breaks, regardless of who it is, the headers will
not concern the company that used the hacked AES, they will be about fleurs into something that many
companies and people use.

Security is fundamental for the successful rollout of the Internet of Things. Edgenodes are currently
the weakest link in ensuring loT security and the protection ofcryptographic key. The best way to achieve
lockdown is by protected hardware. It is the only way to keep those keys and other secrets away from prying
eyes. An loT device can only be as secured as its weakest link.
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[TeiproBa A.1O., Temupbexosa XK.E.

Bo3moxkHOCTH HCNOIB30BaHIe MUKPOKOHTpPoJiepa BLE Nano Kit pas paspagorku kpunrorpaduyueckux
0némoTex

AnnoTtanusi. B Hacrosiiee Bpemst koiudectBo yeTporcTB 10T (Internet of Things) ObicTpo pacTeT Bo BceM MuUpe
C IIMPOKUM CHEKTPOM 3ajady. MHOTHE THIIBl 3TUX YCTPOHCTB COOMPAIOT JaHHBIE U B 3aBUCHMOCTH OT MX Ha3HAYCHUsI
HEKOTOPbIE JaHHBIE MOTYT OBITh OUYEHb YyBCTBHUTEIBHBI [UIS TIOJIB30BATEN. DTO TpeOyeT 0e30MacHOCTH Ha YCTPOIHCTBE,
KOTOpOE JIOJDKHO 3aIUINaTh COOpaHHBIC JaHHBIC M OTHPABIATH UX Ha cepBep depe3 Muteprer. Mcnons3oBanue TLS
(Transport Layer Security) - otiau4HbIil crmoco6 obecrnevnTh Takyo 0e30MacHOCTh, U OJJHA M3 HUX - 3TO MIN(PPOBaHHE
JTaHHBIX, KOTOPOE SIBJIETCS OCHOBHBIM HallpaBJICHHMEM 3TOro Tesuca. IIpobimema B ToM, uTto ycrpoiictBa IoT wacto
N3rOTaBJIMBAIOTCS U3 MUKPOIIPOIIECCOPOB ¢ HU3KOM BBIYUCIUTEIHHON MOIIHOCTBIO M ITPOU3BOANTEIBHOCTBIO.

B 3T0i cTaThe onmcaHbl HEKOTOPBIE METO/IBI IPOrPAMMHUPOBAHKS U OTJIA/IKH, HAIIMCaHHBIE Ha IaTdopme mbed,
cpena koja, paboratomas Ha HameMm MUKpokoHTposuiepe BLE Nano. C ++ ucnonp30Baics Kak 0CHOBHOM SI3bIK BMECTO
C, 4T0OBI TOBBICUTH 3(PPEKTHUBHOCTH TNporpamMmupoBaHus. Takum oOpa3oM, Oonblnas 4yacTh ONTHMH3AIMM ObIIa
MOTpauyeHa Ha COKpallleHHe pa3Mepa MporpaMMbl M JaHHBIX. 3aTeM IpojaeMOHCTpUpoBaHO. OCHOBHas LieNIb ITOTO
CTaThsl - ONPEACIUTh CUMMETpUuHbIe anroput™bl mudposanus AES (Advanced Encryption Standard), 6e3omacHocts 1
CJIOKHOCTB TIPOCTPAHCTBA, HCHOJB3YsI CIIeHUabHyI0 OuomoTeky mudposanus n3 ARM mbed.

Karwouesnie caoa: |10T, muxpoxkontpouiep BLE Nano kit, C ++, miar¢popma mbed, Arm Mbed TLS,
kpunrorpadus AES.

[erproBa A.1O., Temup6ekosa XK.E.

Kpunrtorpagusapik kitanxanaaapasl aameity ymidn BLE Nano Kit mukpoxonTposuiepai Kosaany
MYMKIHIIKTepi

Tyiiingeme. Kazipri yakeirra 10T (MHTEpHET 3aTTap) KYpbUIFbIIAPBIHBIH CaHbI OYKiI ojeM OoifbIHIIA Te3 apaja
Iambll Keneni. By KyphUIFBITapAblH KeNTereH Typiiepl JepeKTepAl KWHAHABI KOHE ONapAblH MakcaTTapblHA
OailTaHBICTHI KEHOIp MepeKTep MaialaHyIIblFa 6Te ce3iMTal 00Jybl MyMKiH. ByJl )KMHAKTanFaH NEepeKTep/i KOpFail,
WHTepHeT apKBUTBI CepBepre xkibepyre THIC KYPbUIFBIIAFG! KayincismikTi tamam eremi. TLS (Transport Layer Security) -
OyJ1 KayiIci3aikTi KaMTamMachl3 eTyIiH KepeMeT TOCiJli koHe OHBIH Oip Oeiri nepekrepai mudpray 0oibIn TabbUIaab,
OJI OCHI MaKaJIaHBIH HeETi3ri OarbITel 60NN Tabbutaabl. Mocene MbIHaga, 10T KypbUIFBUIApHI KUl ecenTey KyaThl MeH
OHIM/ILUTIT] TOMEH MUKPOIIPOIIECCOPIIapIaH xKacaabl.

byn wmakana Mbed mnardopmaceinna okaszaTelH mporpammanay okoHe BLE  Nano Kit xuHarbIHBIH
MHUKpPOKOHTPOJUIEPIHE >KYMBIC ICTEHTIH mudpiay KOABIH ecenTey opTachl Oonbln TaObuiagsl . barnapnamaHbIH
THIMAUTITIH apTTeIpy YiniH C opHBIHA Herisri Tin peringe C++ madganaHpuiasl. Byr skakcel TaHmay OOJBIN MIBIKTHI,
Oipak OarmapiaMaHBIH KeJieMiH YIFalTThl. OchUiaiiia OHTAWITaHIBIPYABIH YIKEH Oeliri OarmapiiamMa MEH IepeKTep
KeJIeMiH a3zaiTyra sxymcainabl. CoaH KeliH ecentey HoTwxkeci OeitHenenred. Ocbl MaKalnaHBIH Herisri MakcaTel ARM
miatgopmackiHaa apHaiibl mudpay kitanxanaceln nainanansin, AES (Advanced Encryption Standard) cummeTpusiist
mmdpIay anropuTMiH aHBIKTay OOJBINT TAOBIIA B

Tyiiin ce3aep: IoT, BLE Nano kit mukpokoutposiepi, C ++, Mbed miardhopmacer, Arm Mbed TLS, AES
KPUITOTPa(HACHL.
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